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Abstract—Device authentication is an important issue in In-
ternet of Things (IoT) for enabling the connection of ubiquitous
objects/things to the Internet. One of the emerging authentication
approaches is based on some device characteristic (fingerprint)
such as its type, firmware version, or signature. The usage
of a Physically Unclonable Function (PUF) as device “digi-
tal fingerprint” for authentication has attracted great interest,
however existing solutions present security drawbacks related
to the authentication protocol, or to the poor reliability of
the adopted PUF technology. The authentication protocol may
require challenge-response pairs to be stored in a dependable
repository, with an elevated risk of information leakage.

To overcome the above limitations, this paper presents a reli-
able CMOS-PUF which produces a stable output that is used as
private key in an authentication protocol based on Elliptic Curve
Cryptography (ECC). The overall device architecture embeds the
PUF and ECC components in a memory-less framework so that
the device is resilient to cyberattacks and capable to perform
authentication tasks with a stable and durable identity. The main
advantages of the proposed framework are that no challenge-
response pairs need to be previously stored, and no error
correction mechanism is needed. A prototype implementation
of the CMOS-PUF is sketched and three important key points
(Randomness, Circuit Reliability and Security) of the proposed
device authentication scheme are discussed as well.

Index Terms—Physical Unclonable Function, Elliptic Curve
Cryptography, ECDSA, Authentication, Internet of Things.

I. INTRODUCTION

The Internet of Things (IoT) [1] is changing the interactions

of people with things in everyday life for it enables the

connection of ubiquitous objects/things to the Internet, in

order to provide innovative services in emerging scenarios

of business and industrial distributed applications, such as

monitoring, identification, tracking, metering, and resource

management, to name a few.

Various IoT applications focus on automating different tasks

and are trying to empower the inanimate physical objects to act

without any human intervention. All these intelligent objects

connected to the Internet need to operate quickly, safely and
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reliably, and to act autonomously when they are involved in

processes that also concern particular entities. In this context,

an object is often required to proof its identity and, therefore,

device authentication [2] plays a crucial role. This role is be-

coming even more relevant in emerging application scenarios

of distributed cyber–physical systems (CPS) where blockchain

technology is used to enhance CPS in various aspects, ranging

from securing the data for offline storage, to protecting key

operations from cyberattacks in real time [3].

Three main authentication approaches are currently used

to authenticate a device: (1) Credentials, e.g., a secret key

(something it knows), (2) Integrated authentication, e.g., by

means of a secure authentication integrated circuit (something
it has) and (3) Device characteristics, such as device type,

firmware version, or signature (something it is).

The use of a Physical Unclonable Function (PUF) as de-

vice “digital fingerprint” for authentication has attracted great

interest [4]. The classical authentication approach [5] is based

on a challenge-response mechanism: (i) during a preliminary

enrollment phase a device P registers its challenge-response

pairs at a dependable repository R; (ii) when the authenticator

V wants to verify P ’s identity, it asks R a P ’s challenge-

response pair and submits the challenge to P ; (iii) P responds

with the corresponding response generated using its internal

PUF; (iv) finally, V authenticates P if the received response

corresponds to the one obtained from R. A severe drawback

of this authentication scheme is that challenge-response pairs

must be stored at a trusted third party, which represents a

point of failure due the risk of information leakage. Besides, it

entails a complex enrollment phase that may involve complex

difficulties in application scenarios.

Recently, a more sophisticated PUF-based approach [6]

has been proposed, which provides for the use of Elliptic

Curve Cryptography (ECC) as the basic component of the

authentication task. In this approach, the IoT device generates

its private key PrK as f(PUF(c), H), that is, a function of

the PUF output stimulated with an in-memory challenge c,

and of an in-memory string of bit H used to reconstruct

PUF(c) in case the PUF generates an unstable output. The

public key PuK is then generated by means of an ECC-based

mechanism as a function of PrK, and the pair 〈PrK, PuK〉 is

used for authentication tasks. This approach presents two main
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drawbacks: first, it relies on an unreliable PUF, thus it needs

an error correction mechanism to make the PUF behaving

deterministically; second, both H and c are stored in memory,

that has the disadvantage of revealing information related to

the behavior of the PUF in the case memory-leakage attacks

succeed.
To overcome the above limitations, in this paper we present

a novel PUF scheme, a PUF/ECC-based authentication pro-

tocol which exploit the characteristics of the proposed PUF,

and a device architecture which host the two components

and allows a device to perform authentication tasks with a

stable and durable identity. The proposed PUF is able to

reliably produce a stable output even in adverse environmental

conditions, that is, that does not change due to the effect of

variations in the supply voltage, operating temperature, and

circuit aging.
The PUF output (response) is used as the device private key

PrK, from which an internal circuit generates a public key PuK.

The PUF input c (challenge) is hardwired so as to generate

always the same private key, in order for a device to keep the

same identity (i.e. a public-private key pair) throughout its life

cycle. Further on, another internal circuit, implementing the

Elliptic Curve Digital Signature Algorithm (ECDSA), signs

any input message m using the private key PrK, thus returning

the signed input (m)PrK together with the public key PuK, so

that the authenticator can eventually authenticate the device

by checking the signature with its public key.
Overall, our authentication scheme gives the device itself an

intrinsic, stable and durable identity, which allows to achieve

fast authentication, accountability, non-repudiation, and no risk

of impersonation attacks. This feature avoids any enrollment

phase for a device to set up its initial identity, thus no

challenge-response pairs nor further device’s related data need

to be stored. In addition, as the device is memory-less, any

information leakage attack would be addressed only to the

device hardware with the sole result of making it unusable.
Finally, we shall elaborate upon three relevant issues of our

device authentication scheme: (1) Circuit Reliability (the PUF

implemented on a specific chip instance needs to generate

the same private key under different operational conditions),

(2) Randomness (the same PUF implemented on different

chips must generate different private keys in a random way

to effectively ensure unpredictability and unclonability), and

(3) Security (the device must be resistant to possible attacks

and resilient to key leakage).
Our contribution can be summarized in the following three

points:

• a novel PUF design which output does not change due to

the effect of variations in the supply voltage, operating

temperature, and circuit aging, and which exploits the

intrinsic manufacturing imperfections to generate a device

unique physical identity, suitably used by built-in Elliptic-

Curve Cryptography mechanisms;

• an ECC-based authentication protocol which exploits the

reliability of the proposed PUF to allow an IoT device

to perform secure authentication tasks with a stable and

durable identity, without the need of any error correction

mechanism nor of any preliminary enrollment phase;

• a memory-less, authentication-oriented device architec-

ture which hosts the above two components, and permits

the implementation of a reliable authentication mecha-

nism without incurring in memory-leakage issues.

The paper is organized as follows. In Section II, we intro-

duce basic notions on PUF, ECC and device authentication,

and discuss related work. We describe the architecture and

the functionalities of our PUF/ECC authenticated device in

Section III and we discuss randomness, reliability, and security

issues in Section IV. Finally, we draw the conclusion and dis-

cuss further work in Section V, in particular the possible usage

of our devices as smart tags in product tracking applications

based on blockchain.

II. BACKGROUND AND RELATED WORK

A. Physically Unclonable Functions (PUF)
The secure authentication of devices and the generation of

cryptographic keys through the use of Physically Unclonable

Functions (PUF) is an emerging technology and is proving to

be of fundamental importance for many application scenarios.

PUF technology natively generates a digital fingerprint for

its associated security integrated circuit (IC), which can be

utilized as a unique key/secret to support cryptographic algo-

rithms and services including encryption/decryption, authenti-

cation, and digital signature. Except during the cryptographic

operation, the PUF key value never exists in digital form

within the IC. Further, since the key is derived and produced

on-demand from physical characteristics of electronics transis-

tors and instantaneously erased once used, it is never present in

the non-volatile memory of the device. Any attempt to discover

the key through micro-probing or other invasive techniques

will disrupt the sensitive circuitry used to construct the key,

thus making the current output useless. For these reasons,

PUFs provide the desired security level for today’s embedded

systems.
Compared to traditional solutions that store keys in a digital

memory, the PUF technology appears much more secure as the

generated keys strictly depend on the physical characteristics

of the circuit from which they derive. The level of security

necessary for this type of applications is guaranteed by the

fact that the generation of the keys is related to a complex cor-

relation between the physical quantities involved that cannot

be controlled during the production process and cannot even

be external measured. This randomness originates from multi-

ple unpredictable and uncontrollable factors: oxide variation,

device-to-device mismatch in threshold voltage, interconnect

impedances, and variation that exists within wafer manu-

facturing through imperfect or non-uniform deposition and

etching steps. In general, silicon-based PUFs are circuits that

implement a unique challenge-response mechanism for each

chip which produces unpredictable and instantiation dependent

outcomes. Due to their physical nature, PUF responses are

generally not perfectly reproducible (noisy) and not perfectly

random [4].
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Fig. 1. Silicon based PUF Architecture.

A generic PUF is based on two essential elements: (i) the

intrinsic presence of a physical disorder, and (ii) capability

to measure and quantify the physical disorder itself. Relating

to integrated circuits, process variations that are naturally

introduced during manufacturing already match the first re-

quirement, however, the measurement of the entropy represent

an issue. Typically, a semiconductor device can be character-

ized by three fundamental parameters which are respectively

voltage, current, and circuit response delay, whereas other

measures can be derived from these mentioned above. Once

the desired measure have been obtained, it is necessary to

carry out a transformation of the entropy measurement into

a discrete form in order to encode it with a binary digit

that represent the PUF response. In order to have a random

generation of bits, the intrinsic property represented by the

mismatch between the same components that make up a circuit

is often exploited.

Based on the above, it is possible to model a generic

architecture for the realization of IC as in Figure 1 [7], where

the left block turns the challenge and the process variation of

the implementation technology into a measurable quantity (i.e.

the voltage), and the right one turns the measure into a binary

value [8]. Following the basic scheme, there are different ap-

proaches described in the literature for the realization of PUF

bit-cells, some of which are based on taking account circuits

delay [9], while others exploit the memory structures [10].

More robust silicon-PUF are based on static and mono-stable

analog circuits that exploit the mismatch between current

mirror branches and between the outputs of pairs of voltage

generators. Other approaches exploit the mismatch of capacitor

ratios, however, in these cases it is quite difficult to realize

devices able to offer a robust response under temperature

and power supply voltage fluctuations. Many applications,

especially those based on digital circuits, require the presence

of auxiliary systems, such as error correction mechanisms [11]

in order to mitigate the effects caused by the stability problems

of the outputs provided by the PUFs, which are the main cause

of errors that can occur during the generation of the responses.

B. Elliptic Curve Cryptography

The Elliptic Curve Cryptography (ECC) consists of a series

of public-key cryptosystems based on the structures of the

elliptic curves over finite fields and on the difficulty of the

Elliptic Curve Discrete Logarithm Problem (ECDLP) [12].

ECC uses smaller keys and signatures than RSA for the same

level of security and provides very fast key generation, fast

key agreement, and fast signatures [13]. The key generation

in the ECC cryptography is as simple as securely generating

a random integer in a certain range: any number within the

range [1, n − 1] is a valid private key, where n is the order
of the elliptic curve, and the public key PuK is a point on the

elliptic curve, calculated with the EC point multiplication, that

is PuK = PrK · G, where G is called the Generator point, used

for scalar multiplication on the curve. An effective random

number generator is thus at the basis of the secure functioning

of any ECC-based cryptosystem, since predictable generators

may be exploited by attackers to infer the private key. This

is relevant, in particular, in light of the security vulnerabilities

that were identified in pseudorandom generators used by many

systems [14]–[16].

The Elliptic Curve Digital Signature Algorithm (ECDSA)

works as follows [17]. Bob knows the public key PuK of Alice

and wants to check her identity by asking to encrypt a message

m using the private key PrK, Alice does the following:

1) compute e = HASH(m);
2) let z be the Ln leftmost bits of e, where Ln is the bit

length of the group order n;

3) select a random integer k from [1, n− 1];
4) compute the curve point (x, y) = k ×G;

5) compute r = x mod n, if r = 0 go back to step 3;

6) compute s = k−1(z+r ·PrK) mod n, if s = 0 go back

to step 3.

Bob receives from Alice the pair (r, s) as her signature for

the message m and authenticates the signature as follows:

1) Verify that r and s are integers in [1, n− 1], if not, the

signature is invalid;

2) compute e = HASH(m);
3) let z be the Ln leftmost bits of e;

4) compute a = z · s−1 mod n, and b = r · s−1 mod n;

5) compute the curve point (x, y) = a×G+ b× PuK, if

(x, y) = 0 the signature is invalid;

6) if r = x mod n, the signature is valid, invalid otherwise.

A typical elliptic curve used in practice (e.g., in Bitcoin’s

public-key cryptography [18]) is denoted as “secp256k1” and

is called a Koblitz curve [19]. Solinas [20] showed how one

can compute vP very efficiently for arbitrary v where P is

a point on a Koblitz curve. Since performing such scalar

multiplications is the dominant computational step, Koblitz

curves allow for fast computation and, therefore, are very

suitable for using ECDSA on smart devices. A critical security

issue on ECDSA implementation concerns the choice of the

random nonce k that should not be duplicated for different

signatures – also this issue arises in the bitcoin blockchain

[21]. As described in Section III-C, we adopt secp256k1

elliptic curve in our implementation and use both the private

key PrK and the input message m as source for the random

generation of k.
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C. Device Authentication

Device identification requires a reliable authentication

mechanism. In order to prove its identity, a device (the prover)

receives a value, computes the result and sends it to the

verifier. This in turn, checks if the response satisfies certain

requirements, and eventually the device is authenticated. Dif-

ferent approaches have been proposed that use a PUF, possibly

coupled with a cryptographic authentication mechanism, to

compute a response. The methods proposed in [5], [22]

require a trusted third party (TTP) to store challenge-response

pairs in a database, collected during an enrollment phase, for

future authentication operations. To check the authenticity of

a device, the verifier asks the TTP a challenge (that has never

been used before) to submit to the device’s PUF. Then the

verifier submits the PUF’s response to the TTP which checks

if the response matches, and if so the device is authenticated.

This approach has the drawback of having challenge-response

pairs to be stored somewhere, which represents a means of

attack since attackers can get hold of them with the aim of

stealing the device identity. In [23] the author proposes a

PUF-based authentication mechanism, whose security relies

on the discrete logarithm problem over a 256-bit modulus,

that corresponds to a 94-bit ECC modulus [24]. This method

has been later improved by the same author [6] by presenting

a 384-bit ECC modulus authentication mechanism (described

in Section I). However, both protocols have been implemented

on an FPGA development board, which, by its nature, provides

an unreliable output that needs to be reconstructed using an

error correction mechanism (called ”helper”). Moreover, both

the helper and the challenge are stored in memory, that has the

disadvantage of revealing information related to the behavior

of the PUF in the case memory-leakage attacks succeed, that is

equivalent to introducing security holes in the secret’s custody

mechanism.

In [25], it has been proposed to store the challenge-response

pairs in a node of a blockchain, called Accountability Node,

which acts as a bridge between the identification system based

on the use of the PUFs and the distributed ledger related to

the blockchain.

We finally mention that Huth et al. [26] proposed to combine

two sources of entropy for the generation of cryptographyc

keys: the PUF and physical properties of the communications

channel. Also this approach requires a server for the enroll-

ment phase and for the storage of challenge-response pairs.

III. ARCHITECTURE AND FEATURES OF THE PUF/ECC

DEVICE

A. Device Architecture

The architecture of the device, depicted in Figure 2, consists

of three components: (1) CMOS PUF, (2) ECC and (3) I/O.

Details on the first two components are described next, while

no further details on the I/O component are reported as they

are rather standard.

The block (1) is an ad-hoc designed hardware comprising

the PUF and the PUF Trigger modules used to generate

PUF
256 bit

PrK

ECDSA

m(255:0)

512 bit

(m) PrK

256 bit

ECC C KEY
GENERATOR 512 bit

PuK

256 bit

I/O

m

512 bit

(PuK, (m)PrK)

256 bit

PUFP
TTTRIGGER

BBUFFER
512 bit

C
512 bit

Fig. 2. Architecture of the PUF/ECC device

the private key PrK. When the device receives the message

m through the I/O component, a trigger signal enables the

hardwired 256-bit challenge c to be given as input to the

PUF. As a result of the input c a response is pulled out of

the CMOS PUF component. Notice that no challenge other

than c is used in order for a device to keep the same identity

(i.e. a public-private key pair) throughout its lifecycle. We

point out that the key generation protocol may be prone to

failure as not all possible strings of 256 bits are valid for

ECC-based cryptography, as discussed in Section IV. When

an out-of-range value occurs (a very low probability around

10−63, indeed), the device is set to a failure state and must be

discarded.

The private key PrK is given as input to the ECC (Elliptic

Curve Cryptography) component together with the message

m. The ECC component consists of two modules that are cur-

rently implemented by suitable firmware: the ECC public key

generator and the ECDSA (Elliptic Curve Digital Signature

Algorithm). The former module takes PrK as input and outputs

the public key PuK – in case of out-of-range private key, the

firmware operates a kind of bypass bringing its output to 0,

that means a procedure failure.

The ECDSA module takes PrK and m and returns the

signature (m)PrK, that is m signed with the private key PrK.

Then (m)PrK and PuK are collected into a buffer and, thereafter,

the pair <PuK, (m)PrK> is given as output through the the I/O

component.

The proposed device design does not provide for the use

of any memory, thus allowing for the protection against non-

volatile memory readout, invasive volatile memory probing

attacks [27], and the side-channel attack [28] in which the

adversary is able to learn a noisy version of the memory with

the aim of inferring secret data. Rather, we hard wire the

challenge c which enables the PUF to dynamically regenerate

the response every time it is required. This reduces the

exposure of private data, as it only exists when needed for

a cryptographic operation.

B. CMOS-PUF Component

The key component of the proposed device scheme is the

CMOS-PUF (or simply PUF). The PUF contains an element

modeled according to the classical scheme of Figure 1, repli-
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Fig. 3. The proposed PUF model Transformation Block.

cated in a matrix structure of 256 components, all identical to

each other, in order to provide an output of 256 bits.

Specifically, we use CMOS technology transistors that allow

to obtain the desired effects related to the amplification of

process variations. Our goal is to have, for a give input,

different outputs for different devices, that do not change due

to the effect of variations in the supply voltage, operating

temperature, and circuit aging. A device will produce an output

with sufficient number of bits that are different from the

output produced by a different device. Each output, however,

will stay constant over the specified voltage and temperature

range. To this end, we propose a bistable silicon-based PUF

based on a voltage divider. More in detail, the transformation

block of each PUF bit-cell is designed by coupling identical

circuit elements as in Figure 3: A1 and A2 represents two

identical blocks, each consisting of a pair of transistors whose

respective terminals are connected according to the description

below, in order to amplify the desired behaviors; VOUT is the

unpredictable output that depends on the predominant branch

(i.e., A1 or A2), that is the one that conduct to GND (logic value

0), or the one that goes to VDD (logic value 1).

The circuit design of the PUF bit-cell consists of a four

transistors (4T) voltage divider operating in the deep sub-

threshold region implemented by using low-voltage threshold

nMOS transistors in 65-nm TSMC technology, where the body

terminal of the top transistor of each block is connected to the

source terminal of the bottom transistor. This body connection

allows to introduce a positive feedback. This means that for

the less conductive block, where the voltage drop is higher,

the body effect is higher, which further reduces the block

conductance. The maximum positive feedback is obtained by

using a short channel bottom transistor and a long channel top

transistor. In a range between 60 and 200 nm, the optimum

was found by selecting a channel length of 80 nm for the

bottom transistor and a channel length of 200 nm for the top

transistor.

To analyze the distributions of the output voltage, we

performed Monte Carlo simulation on 1000 samples, consid-

ering only transistor mismatch. During our intermediate test,

executed by the Cadence simulation software, the transfor-

mation block confirmed a high level of bistability, therefore

it was sufficient to insert a simple inverter (NOT gate) at

the output of VOUT to act as a Conversion Block in order

to obtain all the values close to GND or VDD as shown in

Figure 4. The ideal bistability guarantees a strong robustness

against interference and a small number of required conversion

stages. The intrinsic advantages of this solution are a perfect

Fig. 4. Statistical distribution of the output voltage for 4T voltage divider at
1.2 volt bias voltage.

balance between the two logic states, and a strong robustness

against temperature variations, voltage variations, inter-die

variability, and aging. Further tests have been conducted to

check robustness in different working conditions, that can be

expressed as the number of bits that flip due to voltage and

temperature variations. During two independent simulation

rounds of 2500 samples each, performed by varying the

operating temperature between 0 and 100 °C in the former,

and by oscillating the supply voltage of about ± 0.2 volts

around the bias voltage in the latter, only 0.2% of bits flipped

due to temperature variation, whereas we did not observed

bit flip events in the other case. Finally, comparing this PUF

solution with our previous proposal [29] and the state-of-the-

art PUF designs presented in [30], we can observe advantage

in terms of variability since we have 0.2% of bit flips due

to the temperature variations compared with 1.7% and 2.21%

of the above works, respectively. The same applies to bit flip

events due to fluctuations of the bias voltage: compared to our

result (0.0%), in the two other cases we observed 0.23% and

0.66%, respectively, of bit flips under similar test conditions.

In addition, due to the low number of transistors (four in

total), our solution presents advantages in terms of silicon area

occupation and lower power consumption, compared with the

majority of proposals that can be found in literature that use

more than four transistors, or less then four but with poor

performances in terms of variability. As future work we point

to scale technology to obtain a smaller PUF by keeping a

stable behavior.

Algorithm 1
1: procedure AUTHENTICATE(m)
2: PrK ← PUF (c) � generate private key
3: PuK ← G · PrK � generate public key
4: (m)PrK ← Sign(m,PrK) � sign input m
5: return 〈PuK, (m)PrK〉
6: end procedure

7: procedure SIGN(m,PrK)
8: n← HMAC DRBG(m,PrK) � generate nonce n
9: (m)PrK ← ECDSA(m,PrK, n) � sign m

10: return (m)PrK

11: end procedure
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C. ECC Component

Our protocol uses elliptic curve cryptography which is ideal

for devices with limited resources, as it provides the same level

of security as other cryptographic frameworks, but keeping

storage and computational requirements low. We adopt the

secp256k1 elliptic curve with a field order of length 512, which

has been proven to be as secure as an RSA/DSA modulus

of size 3072, and recommended by several standards [13].

The ECC component includes a module for generating the

public key from a given private key, and a module for signing.

Currently the two modules are being implemented by two

ad-hoc firmware but a possible hardwired implementation is

envisioned in the future.

As depicted in Figure 2 the authentication protocol works

as follows. The verifier (another device or a human by means

of a smartphone) submits a message m of 256 bits to the

device. The 256 bits are typically constructed by the verifier

by means of a hash function, e.g. SHA256. The input m and

the private key PrK (returned by PUF activation) are the input

of the ECDSA module, which generates the signature on m

as a pair of curve coordinates (m)PrK = (x, y). As shown in

Section II-B, x and y are a function of m, PrK, and a nonce

k ∈ [1, n− 1], where n is the order of the elliptic curve. The

generation of k is crucial for a secure functioning of ECDSA:

first, it must be adopted a random number generator free from

backdoors that can be exploited by attackers with the aim of

inferring the private key; second, different k must be generated

for different pairs <m, PrK> (i.e. <input message, device>),

otherwise an adversary would be able to infer the private key

of the device by comparing the pairs <m, (m)PrK> s/he collects;

finally, one must be careful not to use the same j nonces with

j different keys (i.e. the same j nonces used by one device

must not be used by other j−1 devices), as also in this case an

adversary would be able to infer the private keys by simply

solving a system of j linearly independent equations and j
unknowns, which is uniquely solvable [31]. In the light of

this considerations, we employ the implementation [32] of the

pseudorandom generator algorithm HMAC DRBG proposed

in [33], which uses a seed computed from m and PrK for

the generation of a (pseudo)random number. Thus, since k

is deterministically generated from the data to be signed m

(and from PrK), the concerns described above are no longer

as relevant as we always produce the same signature for the

same piece of data.

The ECC key generator module takes as input the private

key PrK generated by the PUF, and computes a 512-bit

public key PuK = G · PrK, where G is the base point of the

elliptic curve. Finally, the pair <PuK, (m)PrK> is returned to

the verifier, which authenticates the device by simply verifying

the device signature using its public key.

The sequence of the steps performed for authentication is

shown in Algorithm 1.

IV. RELEVANT ISSUES OF PUF/ECC-BASED DEVICE

AUTHENTICATION

A. Circuit Reliability

It is very important that the circuit provides stable responses

when operating conditions may change. Ideally, a circuit well

designed for the purpose should have an intra-PUF Hamming

Distance equal to 0%, which means that by stimulating the

circuit in the same way, its output must remain constant. This

result is not obvious, and often the motivation is due to the fact

that in order to facilitate the implementation of the system, the

choice for the PUF falls on the use of models based on digital

circuits, which, by their nature perform the discretization of

the analog input values, thus introducing noise that makes

them assume a behavior not free from imperfections. This

also leads to a significant departure from the value of 0%

previously indicated. In these cases, a practical and functional

stratagem, but not entirely free from defects, is often used:

To increase the reliability to desirable levels, an error cor-

rection mechanism-based system (typically called ”helper”)

is introduced. However, this solution has the disadvantage

of revealing information related to the behavior of the PUF,

which is equivalent to introducing security holes in the secret’s

custody mechanism. This may represent a reason for the loss,

at least partially, of the main requirements for which this kind

of devices are used as they are considered safe. The approach

that involves the use of analog PUFs of the type used in this

work, combined with appropriate circuit design choices, makes

the mechanism much more robust, and does not require the

use of a support solution in order to reconstruct the circuit

responses correctly. The experimental results confirm that by

making these choices, the circuit proved to be robust under

the effect of significant variations in terms of supply voltage

and temperature. Currently, further circuits configuration are

being examined, some already produced for which physical

characterization activities are underway by the use of a probe

station (equipped with microneedles for laboratory circuits

inspection). As future work we aim to further improve the level

of reliability, limiting area occupation and energy consumption

of the proposed solution.

With refer to reliability, it is worth noting that the key

generation protocol proposed in Section III may be prone to

failure. This is due to the fact that the private key must lie in

the range [1, n − 1] to be valid for ECC-based cryptographic

operations, with n ≈ 1.157 · 1077, which is slightly lower

than 2256 − 1. However, the 256-bit PUF response may be

either 0 or between n and 2256 − 1. Anyway, we note that

this may happen with very low probability, that is of the order

of 10−63. In current implementation, if out-of-range values

occur, the ECC key generator module forces its output to 0 as

a meaning of failure.

B. Randomness

As pointed out in Section II-B, randomness is a critical

aspect when performing cryptographyc operations. The same

PUF implemented on different chips must generate different
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Fig. 5. Increasing randomness using hash function on 512 bits string.

private keys in a random way to effectively ensure un-

predictability and unclonability. Circuit randomness property

ensures the balance between 0 and 1 in the PUFs response,

to make information deduction more difficult. Random bit

generation is achieved through the intrinsic mismatch in circuit

components. Using a bistable silicon-based PUF on a voltage

divider, implemented by two identical series-connected circuits

has the intrinsic advantage of perfect balance between the

two logic states. Essentially, if we consider two perfectly

identical circuits from the macroscopic point of view, but

with intrinsically different microscopic characteristics due to

process variations, and we trigger a competition between these

circuits, it is evident that one prevails over the other, but this is

impossible to predict (we are not able to understand in advance

which of the two circuits is stronger than the other). However,

at the same time the outcome of this challenge will always

be reproducible over time (the circuits remain unchanged and

their behavior is deterministic). This is true when the PUF

designer is able to emphasize the random process fluctuations

obtaining high robustness against noise, supply voltage, and

temperature variations due to the effect of the high variability.

In addition to relying on the effectiveness of the PUF

operation for randomness, we will use a 512-bit PUF in place

of a smaller one, since longer strings are able to capture a

larger number of features that distinguish a device instance

from another. The subsequent reduction function to 256 bits is

made by a hash function (see Figure 5), that is a deterministic,

one-way (i.e., practically infeasible to invert) function which

maps data of arbitrary size to fixed-size values. Hash functions

are characterized by their random behavior, that is, inputs

that only differ very slightly are mapped to hash values very

distant with each other. In particular we use the SHA256 hash

function since its output size is functional to be used as a

private key in an ECC-based cryptographic protocol with the

sepc256k1 curve.

C. Security Issues

Machine learning attacks [34] digest a number of known

challenge-response pairs to train a mathematical model and

could be utilized to simulate the behavior of a PUF, thus pre-

dicting the responses for unknown challenges. As evidenced

in Section I, as no challenge-response pairs (CRP) are stored,

these attacks cannot be performed in our setting since the

PUF input is hardwired and never-changing, thus the PUF

cannot be challenged with other inputs, making it impossible

for adversaries to collect CRPs for training purposes. It turns

out then, that key leakage, including the attacks to device’s

memory exploiting temporary persistence when an ordinary

DRAM loses power [28], is not actually a security issue in

our authentication scheme.

A critical security issue in our scheme (that also arises in

blockchain protocols) is the generation of a unique 256-bit

private key, that must be performed using a secure source of

randomness. This issue is strongly related to the randomness

that has have been dealt with in the previous section. Also the

well-known critical security issue concerning the choice of a

random nonce in ECDSA implementation has been addressed

by using both the private key PrK and the input m as source

for the random generation of the nonce.

Typical attacks to hardware devices are the so called side-

channel attacks [35], [36] that are based on the analysis of

information relating to physical channels such as energy con-

sumption, information timing, electromagnetic and acoustic

emissions, etc. Since a tampering attempt to the PUF modifies

its behavior, physical inspection of this component cannot

be exploited (intrinsic anti-tamper system). Moreover, con-

sidering we have an architecture free of information leakage,

we can consider our proposal resilient to best known side-

channel attacks. Our devices directly communicate with each

other only when they are in proximity, thus attacks typically

carried in an Internet environment like man-in-the-middle (i.e.

relaying or altering the communications between devices) and

eavesdropping cannot be accomplished. Moreover, CRPs are

not required to be enrolled at trusted third parties, which leaves

no room for impersonation attacks. The verifier can prevent

replay attacks by simply including a timestamp in the message

m it sends to the device during the authentication protocol.

V. CONCLUSIONS

In this paper we have presented an authentication-oriented

device architecture, based on a CMOS-PUF scheme able to

reliably produce a stable output even in adverse environmental

conditions. We have then employed the CMOS-PUF as the key

component of an authentication scheme that uses ECC for the

generation of asymmetric cryptographyc keys and signatures.

We have also discussed three important issues that deter-

mine the effectiveness of the proposed architecture: (1) Ran-
domness, the same PUF implemented on different chips must

generate different private keys in a random way to effectively

ensure unpredictability and unclonability. With this in mind,

we have increased the PUF output to 512 bits, as longer strings

are able to capture a larger number of features that distinguish

a device instance from another. (2) Circuit Reliability, the

PUF implemented on a specific chip instance must generate

always the same private key even under adverse operational

conditions. To this end we have designed a PUF based on

the naturally occurring random variation and mismatch of the

analog characteristics of MOSFET semiconductor devices. (3)

Security, the device must be resistant to possible attacks and

key leakage. We have shown that the design of both PUF and
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authentication protocol does not leave room for many known

attacks, like key leakage, impersonation, side-channel, man-

in-the-middle, etc.

As future works we plan to increase the private key random-

ness by implementing a PUF with a wider number of outputs,

so as to improve the overall PUF/ECC device reliability. A

further contribution will be given on using PUF/ECC authen-

ticated devices as smart tags to verify the authenticity of goods

in a product tracking scenario. The public keys of the used tags

are registered on a blockchain (or some trusted authority) by

the producer so that the consumer can later check the product

authenticity by inquiring the blockchain about the tag, that

will be eventually removed after a successful check. In this

case, the I/O component of the device will be implemented

by the NFC technology to enable the interaction for both the

enrollment and authentication phases.
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